
BO THONG TIN VA TRUYEN THONG LONG BOA XA HO! CHU NGHIA VIET NAM 
Diic 14p — Tty do — Hanh phtic 

s6: 36 /20 1 7/TT-BTTTT 	 Ha Nasi, ngay,I5thanggnam 2017 

THONG TV 
Ban hanh Danh muc tieu chuAn liSi thu4t 

A , ve trng dung cong nghe thong tin trong co' quan nha mare 

Can cu' Ludt Cong nghe thong tin ngay 29 thong 6 nom 2006; 

Can cir Nghi clinh so 64/2007/ND-CP ngay 10 timing 4 nom 2007 cilia 
Chinh pill:114 (trig dung cong nghe thong tin trong hoot dOng ctia ca quan nha 
nziac; 

Can ca. Nghi clinh so 102/2009/ND-CP ngay 06 thong 11 elm 2009 cz:ia 
Chinh phz:i ye (plan 1.) ci -du tuw ling dung cong nghe thong tin sir dung ngu -an van 
ngdn sach nha way; 

Can cir Nghi dinh so 17/2017/ND-CP ngay 17 thong 02 nom 2017 ciia 
Chinh phi quy clinh chic nang, nhiem vu, quyen hgn va ca cju to chlic ctia BO 
Thong tin va Truyen thong; 

Theo de nghi cita Vu tru•Cmg Vu Khoa hoc va Cong nghe, 

BO trwerng BO Thong tin va Truyen thong ban hanh Thong tu' quy dinh 
Danh muc tieu chuan k9 thudt ye zing dung col-1g nghe thong tin trong ca quan 
nha nula.c. 

, 	Dieu 1. Ban hanh kern theo Thong tu nay Danh muc tieu chuan k5-1 thuat 
ye ling dung cong nghe thong tin trong co quan nha nu& (sau day goi la Danh 
muc). 

, Dieu 2. Danh muc nay bao Om cac tieu chuan bat bu0c ap dung hoc 
khuyen nghi dp dung cho he thong thong tin dm co quan nha ntrov de bao dam 
ket not thong suot, dong 1)0 va kha nang chia se, trao doi thong tin an toan, thuan 
tien glib cac co quan nha nu& va gala co quan nha nuo.c yai to chirc, ca nhan. 

Danh muc nay cling dugc dp dung de lam can cir trong hog d0ng dau tu 
irngs  dung cong nghe thong tin va thue dich vu cong nghe thong tin sir dung 
nguon von ngan sach nha nuo.c. 

, Dieu 3. Trong theri han 01 nom ke tir ngay Thong to nay có hieu ltrc, he 
thong thong tin dm co quan nha nuac dang hog d0ng can dugc ra sok va có 
phuang an, 10 trinh chuyen dui, nang cap phii hop yoi quy dinh tai Thong tu 
nay. 



Dieu 4. Vu Khoa hoc va Cong nghe co trach nhiem chu tri, ph6i hop v6i 
cac don vi lien quan dinh kSt ra soat, cap nhat Danh muc quy dinh tai Thong to 
nay. 

Cuc Tin hoc hoa c6 trach nhiem htrong dan viec dp dung cac tieu chuan 
k5"/ thuat thu6c Danh muc quy dinh tai Thong to nay. 

Dieu 5. Thong to nay c6 hieu luc thi hanh ke to ngay 01 thang 7 nam 
2018 N/A thay the Thong ttr so 22/2013/TT-Brill ngay 23 thang 12 nam 2013 
cua 136,truang B6 Thong tin va Truyen thong ban hanh Danh muc tieu chuan ky  
thuat ve img dung cong nghe thong tin trong co quan nha nuOc. 

Dieu 6. Chanh Van phong, Vu truang Vu Khoa hoc va Cong nghe, Cuc 
truang Cuc Tin hoc hoa, Thu twang cac co quan, don vi thu6c B6, Giam doc Soy  
Thong tin va Truyen thong cac tinh, thanh pho trtrc thu6c Trung uang, cac to  
chirc va ca nhan co lien quan chiu trach nhiem thi hanh Thong to nay./.,. 

BO TRI.A.ING Nai nh(in: 
- Thu tuang Chinh phn va cac PTTg CP (d4 b/c); 
- Van ph6ng TW va cac Ban dm Dang; 	-A  - 

Van phong Tong Bi thu; 
- Van ph6ng Chu tjch nudrc; 
- Van !Thong Quoc h6i; 
- Ban Chi dao Qu6c gia ve CNTT; 
- Ban Chi dao CNTT cua ca quan Dang; 
- Uy ban Trung uang NOt tr4n T6 citi6c V* Nam; 
- T6a an nhan dan toi cao; 
- Vin KiEm sat nhan dan t6i cao; 
- Kiem town Nha nuac; 
- Cdc B6, ca quan ngang BO, ca quan thu6c CP; 
- US,  ban nhan dan cac tinh, thinh ph6 truc thu6c TW; 
- Dan vj chuyen trach vE CNTT cac B6, ca quan ngang B6, ca quan 
thuac Chinh phi; 

- So TT&TT cac tinh, thanh ph6 tivc thuac TW; 
- Cuc KiEm tra van ban QPPL (B6 Tu phdp); 
- C6ng bdo; 
- C6ng thong tin din Chinh phu; 
- B6 TT&TT: 

+ B6 truang va cac Thu' tramg; 
+ Cdc ca quan, don vj thuOc BO; 
+ C6ng thong tin din tit BO; 

- Luu: VT, KHCN (255b). 

Trtrong Minh Tun 
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BO THONG TIN VA TRUYEN THONG 	CONG HOA XA-  HOI CHID NGHIA VItT NAM 
DO lap - Tu. do - Hanh phtic 

DANH MIX TIEU CHUAN KY THU),iT 
VE eNG DUNG CONG NGHt THONG TIN TRONG CO QUAN NHA NUOC 

(Ban hanh kern then Thong to s4../2017/TT-BTTTT ngay Jrthang narn 2017 

ceia Bo trtiong BO Thong tin va Truy'n thong) 

s6 
TT 

Loo, 
tieu chufin 

Ks/ hi?u 
tieu chuAn 

Ten clay du ciia 
A tieu chuan 

Quy dinh 
Ai) dung 

1 Tieu chuAn ve ket not 

1.1 
, 

Truyen sieu 
van ban 

HTTP v1.1 
Hypertext Transfer Protocol 
version 1.1 

Bat bu(ic 
ap dung 

HTTP v2.0 
Hypertext Transfer Protocol 
version 2.0 

Khuyen nghi 
ap dung 

1.2 
.: Truyen tep 

tin 

FTP File Transfer Protocol Bat buOc ap 
dung mot 

hoac ca hai 
tieu chuan 

HTTP v1.1 
Hypertext Transfer Protocol 
version 1.1 

HTTP v2.0 
Hypertext Transfer Protocol 
version 2.0 

Khuyen nghi 
ap dung 

WebDAV 
Web-based Distributed 
Authoring and Versioning 

Khuyen nghi 
ap dung 

1.3 

Truyen, 
phat luong 
am thank/ 
hinh anh 

RTSP 
Real-time Streaming 
Protocol 

Khuyen nghi 
ap dung 

RTP Real-time Transport Protocol 
Khuyen nghi 

op dung 

RTCP Real-time Control Protocol 
Khuyen nghi 

ap dung 

1.4 
Truy cap va 
chia se du 
lieu 

OData v4 
Open Data Protocol version 
4.0 

Khuyen nghi 
ap dung 

1.5 
Truyen thu 
Bien ti:r 

SMTP/ 
MIME 

Simple Mail Transfer 
Protocol/Multipurpose 
Internet Mail Extensions 

Bat bu(ic 
ap dung 

1.6 

Cung cap 
dich vu truy 
cap 
hOp thu 
dien tir 

POP3 Post Office Protocol 
version 3 

Bat buOc ap 
dung ca hai 

tieu chuan doi 
vOi may chu IMAP 4rev 1 

Internet Message Access 
Protocol version 4 revision 1 
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1.7 
Truy cap 
thu.  muc 

LDAP v3 
Lightweight Directory 
Access Protocol version 3 

ffat buec 
ap dung 

1.8 
Dich vu 
ten mien 

DNS Domain Name System 
Bat buec 
ap dung 

1.9 
Giao van 
mang co Ick 
not 

TCP 
Transmission Control 
Protocol 

Bat bu'ec 
ap dung 

1.10 

Giao van 
mang 
khong ket 
not 

D• 	U P User Datagram Protocol 
Bat buec 
ap dung 

1.11 
Lien mang 
LAN/WAN 

IPv4 Internet Protocol version 4 
Bat buec 
ap dung 

IPv6 Internet Protocol version 6 

Bat buec ap 
dung d6i voi 
cac thiet bi co 

Ice't not Internet 

1.12 
Mang cuc 
be khong 
day 

IEEE 
802.11g 

Institute of Electrical and 
Electronics Engineers 
Standard (IEEE) 802.11g 

Bat buec 
ap dung 

IEEE 
802.11n 

Institute of Electrical and 
Electronics Engineers 
Standard (IEEE) 802.11n 

Khuyen nghi 
ap dung 

1.13 

Truy cap 
Internet 
vol thiet bi 
khong day 

WAP v2.0 
Wireless Application 
Protocol version 2.0 

Bat buec 
ap dung 

1.14 

Dich vu 
Web 
dang SOAP 

SOAP v1.2 Simple Object Access 
Protocol version 1.2 

Bat buec ap 
dung met, hai 

 hoac ca ba tieu 
chuan 

WSDL 
V2.0 

Web Services Description 
Language version 2.0 

UDDI v3 Universal Description, 
Discovery and Integration 
version 3 

1.15 
Dich vu 
Web clang 
RESTful 

RESTful web 
service 

Representational state 
transfer 

Khuy'L nghi 
ap dung 

1.16 
Dich vu clac 
to Web 

WS BPEL 
v2.0 

Web Services Business 
Process Execution Language 
Version 2.0 

1(huy6n nghi 
ap dung 
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WS-I Simple 
SOAP 
Binding 
Profile 
Version 1.0 

Simple SOAP Binding 
Profile Version 1.0 

Khuy& nghi 
dp dung 

WS- 

Federation 

v1.2 

Web Services Federation 
Language Version 1.2 

Khuyennghi 
dp dung 

WS- 

Addressing 

v1.0 

Web Services Addressing 
1.0 

Khuyen nghi 
ap dung 

WS- 

Coordination 

Version 1.2 

Web Services Coordination 
Version 1.2 

Khuyen nghi 
dp dung 

WS-Policy 

v 1.2 
Web Services Coordination 
Version 1.2 

Khuy6n nghi 
dp dung 

OASIS Web 

Services 

Business 

Activity 

Version 1.2 

Web Services Business 
Activity Version 1.2 

Khuyen nghi 
dp dung 

WS- 

Discovery 

Version 1.1 

Web Services Dynamic 
Discovery Version 1.1 

Khu)4n nghi 
dp dung 

WS- 

MetadataExc 

hange 

Web Services Metadata 
Exchange 

Khuyennghi 
dp dung 

1.17 
Dich vu 
d'Cing b0 
thed gian 

NTPv3 Network Time Protocol 
version 3 Bat buOc dp 

dung mot trong 
hai tieu chuan NTPv4 Network Time Protocol 

version 4 Lev 
3 



2 Tieu chuAn ve tich hop dii. lieu 

2.1 
Ngon ngCr 
dinh dang 
van ban 

XML v1.0 
(5th  Edition) 

Extensible Markup 
Language version 1.0 (5th  
Edition) 

Bat buOc dp 
dung mOt trong 
hai tieu chuan XML v1.1 

(2'd  Edition) 
Extensible Markup 
Language version 1.1 

2.2 

Ngon ngir 
dinh clang 
van ban cho 
giao dich 
dien to 

ISO/TS 
15000:2014 

Electronic Business 
Extensible Markup 
Language (ebXML) 

Bat buOc 
ap dung 

2.3  
Dinh nghia 
cac lugc do 
trong tai 
lieu XML 

M. 	X L 
Schema 
V1.1 

XML Schema version 1.1 
Bat buOc 
dp dung 

2.4 
Bien doi 
du lieu 

XSL 
Extensible Stylesheet 
Language 

BAt buOc dp 
 

dung phien ban 
mai nhat. 

2.5 
MO hinh 
hoa dOi 
tugng 

UML v2.5 
Unified Modelling Language 
version 2.5 

Khuyen nghi 
ap dung 

2.6 
MO to tai 
nguyen Er 
lieu 

RDF 
Resource Description 
Framework 

Khuyen nghi 
dp dung 

OWL Web Ontology Language 
Khuyen nghi 

 
dp dung 

2.7 
Trinh dien 
1)0 ki to 

UTF-8 
8-bit Universal Character Set 
(UCS)/Unicode 
Transformation Format 

Bat buOc 
dp dung 

2.8 

Khuon thirc 
trao doi 
thong tin 
dia l)",  

GML v3.3 
Geography Markup 
Language version 3.3 

Bat buOc 
dp dung 

2.9 

Truy cap va 
cap nhat 
cac thong 
tin dia 1/ 

WMS v1.3.0 
OpenGIS Web Map Service 
version 1.3.0 

Bat buOc 
dp dung 

WFS v1.1.0 
Web Feature Service version 
1.1.0 

Bat buOc 
ap dung 

2.10 

Trao dOi dir 
lieu dac to 
tai lieu 
XML 

XMI v2.4.2 
XML Metadata Interchange 
version 2.4.2 

Khuyen nghi 
dp dung 
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2.11 
SO dang ki 
sieu du lieu 
(MDR) 

ISO/IEC 
11179:2015 

So clang lc)",  sieu dir lieu 
(Metadata registries - MDR) 

Khuyen nghi 
Ai) dung 

2.12 

BO phan tir 
sieu du lieu 
Dublin 
Core 

ISO 15836- 
1:2017 

• 
BO phan tit sieu du lieu 
Dublin Core 

Khuyen nghi 
ap dung(*) 

2.13 

Dinh dang 
trao doi du 
lieu mo to 
doi tuvng 
dang kich 
ban 
JavaScript 

JSON 
RFC 7159 

JavaScript Object Notation 
Khuyen nghi 

dp dung 

2.14 

Ngon ngil 
mo hinh 
quy trinh 
nghiep vu 

. BPMN 2 0 
Business Process Model and 
Notation version 2.0 

Khuyen nghi 
dp dung 

3 Tieu chuAn ve truy cap thong tin 

3.1 
Chuan not 
dung Web 

HTML v4.01 
Hypertext Markup Language 
version 4.01 

Bat buOc 
dp dung 

WCAG 2.0 
W3C Web Content 
Accessibility Guidelines 
(WCAG) 2.0 

Khuyen nghi 
dp dung 

HTML 5 
Hypertext Markup Language 
version 5 

Khuyen nghi 
dp dung 

3.2 
Chuan not 
dung Web 

mo rOng 

XHTML 
v1.1 

Extensible Hypertext 
Markup Language 

version 1.1 

Bat buOc 
ap dung 

3.3 
Giao dien 
ngithi dung 

CSS2 
Cascading Style Sheets 
Language Level 2 

Bat buOc dp 
 dung mot trong 

ba tieu chuan 
CSS3 

Cascading Style Sheets 
Language Level 3 

XSL 
Extensible Stylesheet 
Language version 

(*) DM vai cac doi tucmg thutjc ph4m vi ditu chinh cOa Th6ng tu se) 24/2011/TT-B1 1 1 1 thi van Ai) dung quy dinh 
dm Thong tu s6 24/2011/TT-B1 1 1 1. 
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3.4 Van ban 

(.txt) 
Dinh dang Plain Text (.txt): 
Danh cho cac tai lieu co,  ban 
khong co cau talc  

Bat buOc 
Ai) dung 

(.rtf) v1.8, 
v1.9.1 

Dinh dang Rich Text (AO 
phien ban 1.8, 1.9.1: Danh 
cho cac tai lieu co the trao 
doi giira cac nen khac nhau 

Bat buec 
ap dung 

(.docx) Dinh dang van ban Word ma 
rang dm Microsoft (.docx) 

Khuyen nghi 
alp dung 

(.pdf) v1.4, 
v1.5, v1.6, 
v 1.7 

Dinh dang Portable 
Document (.pdf) phien ban 
1.4, 1.5, 1.6, 1.7: Danh cho 
cac tai lieu chi doc 

Bat buOc ap 
dung met, hai 
hoac ca ba tieu 

chuan 
(.doc) 

Dinh dang van ban Word dm 
Microsoft (.doc) 

(.odt) v1.2 
Dinh clang Open Document 
Text (.odt) phien ban 1.2 

3.5 Bang tinh 

(.csv) 

Dinh dang Comma eparated 
Variable/Delimited (.csv): 
Danh cho cac bang tinh can 
trao doi giira cac img dung 
khac nhau. 

Bat buOc 
Ai) dung 

(.xlsx) 
Dinh dang bang tinh Excel 
ma rang dm Microsoft 
(.xlsx) 

p dung 
 

Khuyen nghi 
d 

(.xls) 
Dinh dang bang tinh Excel 
cua Microsoft (.xls) BM buOc Ai) 

dung mot 
 hoac ca hai

tieu chuan (.ods) v1.2 
Dinh dang Open Document 
Spreadsheets (.ods) phien 
ban 1.2 

3.6 Trinh dign 

(.htm) 

Dinh clang Hypertext 
Document (.htm): cho cac 
trinh bay duoc trao doi thong 
qua cac loci trinh duyet khac
nhau 

BM buOc 
 ap dung 

(.pptx) 
Dinh dang PowerPoint ma 
rang cua Microsoft (.pptx) 

Khuyen nghi 
Ai) dung 

(.pdf) 
Dinh dang Portable Document 
(.pdf): cho cac trinh bay luu 
du ii clang chi doc 

, 
Bat buec A i) 

dung met, hai 
hoac ca ba tieu 

chuAn (PIDt) 
Dinh dang PowerPoint (.ppt) 
cua Microsoft 
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(.odp) v1.2 
Dinh dang Open Document 
Presentation (.odp) phi'en ban 
1.2 

3.7 Anh de hoa 

JPEG Joint Photographic Expert 
Group (.jpg) 

Bat buec ap 
dung met, hai, 
ba hoac ca bon

tieu chuan 

GIF v89a Graphic Interchange (.gif) 
version 89a 

TIFF Tag Image File (.tif) 

PNG Portable Network Graphics 
(.png) 

3.8 
Anh gin 
vai toy dO 
dial)', 

GEO TIFF Tagged Image File Format 
for GIS applications 

Bat buOc 
ap dung 

3.9 
Phim anh, 
am thanh 

MPEG-1 Moving Picture Experts 
Group-1 

Khuy& nghi 
ap dung 

MPEG-2 Moving Picture Experts 
Group-2 

Khuy4n nghi 
ap dung 

MPEG-4 Moving Picture Experts 
Group-4 

Khuyen nghi 
ap dung 

MP3 MPEG-1 Audio Layer 3 
Khuy&I nghi 

ap dung 

AAC Advanced Audio Coding 
Khuyennghi 

ap dung 

3.10 
Lueng phim 
anh, am 
thanh 

(.asf), 
(.wma), 
(.wmv) 

Cac dinh dang dm Microsoft 
Windows Media Player 
(.asf), (.wma), (.wmv) 

Khuyen nghi 
 dp dung 

(.ra), (.rm), 
(ram), 
(.rmm) 

Cac dinh dang Real 
Audio/Real Video (.ra), 
(.rm), (.ram), (.rmm) 

Khuyen nghi 
ap dung 

(.avi), 
(.mov), 
(.qt) 

Cac dinh dang Apple 
Quicktime (.avi), (.mov), 
(.qt) 

KhuOn nghi 
ap dung 

3.11 Hoat h 9a 

GIF v89a 
Graphic Interchange (.gif) 
version 89a 

Khuyen nghi 
ap dung 

(f) .sw Dinh clang Macromedia 
Flash (.swf) 

Khuye'n nghi 
ap dung 

.  (swf) 
Dinh clang Macromedia 
Shockwave (.swf) 

Khuyen nghi 
ap dung 

(.avi), (.qt), 
(.mov) 

Cac dinh dang Apple 
Quicktime (.avi),(.qt),(.mov) 

Khuye'n nghi 
ap dung 
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3.12 

Chuan not 
dung cho 
thiet bi di 
dOng 

WML v2.0 
Wireless Markup Language 
version 2.0 

Bat buOc 
ap dung 

3.13 
BO V terva 
ma hoa 

ASCII American Standard Code for 
Information Interchange 

Bat buOc 
ap dung 

3.14 
BO V to va 
ma hoa cho 

• 
tieng Viet 

TCVN 
6909:2001 

TCVN 6909:2001 "Cong 
nghe thong tin - BO ma V W. 

• 
tieng Viet 16-bit" 

Bat buOc 
ap dung 

3.15 Nen dir lieu 

Zip Zip (.zip) Bat buOc ap 
dung mot 

hoac ca hai 
tieu chuan 

.gz v4.3 GNU Zip (.gz) version 4.3 

3.16 

Ng& ngir 
kich ban 
phia 
trinh khach 

ECMA 262 
ECMAScript version 6 (6th  
Edition) 

Bat buOc 
ap dung 

3.17 
Chia se not 
dung Web 

RSS v1.0 RDF Site Summary 
version 1.0 Bat buOc ap  

dung mot trong 
hai tieu chuan RSS  v2.0 

Really Simple Syndication 
version 2.0 

ATOM v1.0 ATOM version 1.0 
Khuyen nghi 

 
ap dung 

3.18 

Chuan ket 
not Cmg 
dung ding 
thong tin 

JSR 168 Java Specification Requests 
168 (Portlet Specification) 

Bat buOc 
ap dung 

JSR 286 Java Specification Requests 
286 (Portlet Specification) 

Khuyen nghi 
ap dung 

dien ti r 
WSRP v1.0 

Web Services for Remote 
Portlets version 1.0 

Bat buOc 
ap dung 

WSRP v2.0 
Web Services for Remote 
Portlets version 2.0 

Khuyen nghi 
ap dung 

4 Tien chuAn ve an town thong tin 

4.1 
An town thu. 
dien tit 

S/MIME v3.2 
Secure Multi-purpose 
Internet Mail Extensions 
version 3.2 

Bat buOc 
alp dung 

OpenPGP OpenPGP 
Khuyen nghi 

 ap dung 
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4.2 
An toan 
tang giao 
van 

SSH v2.0 Secure Shell version 2.0 
Bat buOc 

 
dp dung 

TLS v1.2 
Transport Layer Security 
version 1.2 

Bat buOc 
Ai) dung 

4.3 
An toan 
truyen tep 
tin 

HTTPS 
Hypertext Transfer Protocol 
Secure 

Bat buOc 
Ai) dung 

FTPS File Transfer Protocol Secure 
Khuyen nghi 

AID dung 

SFTP SSH File Transfer Protocol 
Khuyen nghi 

 
Ai) dung 

4.4 
An toan 
truyen thu 
dien dr 

SMTPS 
Simple Mail Transfer 
Protocol Secure 

Bat buiic 
dp dung 

4.5 

An toan 
dich vu truy 
cap 
hOp thu 

POP3S 
Post Office Protocol version 
3 Secure 

Bat buOc ap 
dung mot 

hoc ca hai 
tieu chuan IMAPS 

Internet Message Access 
Protocol Secure 

4.6 
An toan 
dich vu 
DNS 

DNSSEC 
Domain Name System 
Security Extenssions 

Khuyen nghi 
AID dung 

. 4 7 
An toan 
tang mang 

IPsec - IP 
ESP 

Internet Protocol security yen 
IP ESP 

Bat buOc 
dp dung 

4.8 

An toan 
thong tin 
cho mang 
khong day 

WPA2 Wi-fi Protected Access 2 
Bat buOc 
Ai) dung 

4.9 
Giai thuat 
ma hoa 

TCVN 
7816:2007 

Cong nghe thong tin. K-y 
thuat mat ma thuat toan ma 
dir lieu AES 

Khuyen nghi 
ap dung 

3DES 
Triple Data Encryption 
Standard 

Khuyen nghi 
Ai) dung 

PKCS #1 
V2.2 

RSA Cryptography Standard 
- version 2.2 

dung lugc do 
 

Khuyen nghi 
alp dung, sir

,, 

RSAES-OAEP 
de ma hoa 

ECC Elliptic Curve Cryptography 
Khuyen nghi 

alp dung 
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4.10 
Giai thu4t 
chir14 so 

PKCS #1 

V2.2 

RSA Cryptography Standard 

- version 2.2 

13At buOc dp 
dung, sir dung 

ludic do 
RSASSA-PSS 

de 1c)",  

ECDSA 
Elliptic Curve Digital 
Signature Algorithm 

Khuyen nghi 
dp dung 

4.11 
Giai thu4t 
barn cho 
chit 14 so 

SHA-2 Secure Hash Algorithms-2 
Khuyen nghi 

 
dp dung 

4.12 
Giai thulat 
truyn khoa 

RSA-KEM 

Rivest-Shamir-Adleman - 
KEM (Key Encapsulation 
Mechanism) Key Transport 
Algorithm 

Bat buOc 
dp dung 

ECDHE 
Elliptic Curve Diffie 
Hellman Ephemeral 

Khuyen nghi 
dp dung 

4.13 

Giai phap 
xac thuc 
ngueri sir 
dung 

SAML v2.0 
Security Assertion Markup 
Language version 2.0 

Khuyen nghi 
dp dung 

4.14 
An toan 
trao doi ban 
tin XML 

XML 
Encryption 
Syntax and 
Processing 

XML Encryption Syntax and 
Processing 

BAt bu'gc 
dp dung 

XML 
Signature 
Syntax and 
Processing 

XML Signature Syntax and 
Processing 

BAt buOc 
dp dung 

4.15 

Quan 1 ,  
khoa cong 
khai ban tin 
XML 

XKMS v2.0 
XML Key Management 
Specification version 2.0 

Khuy6n nghi 
dp dung 

4.16 

Giao tilde 
an wan 
thong tin ca 
nhan 

P3P v1.1 

Platform for Privacy 
Preferences Project 

version 1.1 

Khuyen nghi 
dp dung 
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4.17  

Ha tang khoa cong khai 

Khuyen nghi 

Cu phap 

thong diep 
mat ma cho 
kjf, ma h6a 

PKCS#7 
v1.5 (RFC 
2315) 

Cryptographic message 
syntax for file-based signing 
and encrypting version 1.5 

Cu phap 
thong tin 
the mat ma 

PKCS#15 
v1.1 

Cryptographic token 
information syntax version 
1.1 

Cu phap 
thong tin 
khoa rieng 

PKCS#8 

V1.2 (RFC 
5958) 

Private-Key Information 
Syntax Standard version 1.2 

Giao dien 
the mat ma 

PKCS#11 
v2.20 

Cryptographic token 
interface standard version 
2.20 

Cu phap 
trao doi 
thong tin ca 
nhan 

PKCS#12 
v1.1 

Personal Information 
Exchange Syntax version 1.1 

Khuon dang 
danh sach 
chung thu 
so thu h6i 

RFC 5280 

dp dung 
 

Certificate Revocation List 
Profile 

Khuon dang 
chUng thu 
so 

RFC 5280 
Public Key Infrastructure 
Certificate 

Cu phap 
yeu cau 
chimg thuc 

PKCS#10 
v1.7 (RFC 
2986) 

Certification Request Syntax 
Specification version 1.7 

Giao thav 
trang thai 
chimg thu 
true tuyen 

RFC 6960 
On-line Certificate status 
protocol 

Giao thdc 
gan tem 
th6i gian 

RFC 3161 Time stamping protocol 

Ki 
11 



Dich vu 
tern thoi 
gian 

ISO/IEC 
18014-1:2008 

ISO/IEC 
18014-2:2009 

ISO/IEC 
18014-3:2009 

ISO/IEC 
18014-4:2015 

Information technology 
Security techniques — Time 
stamping services 
Part 1: Framework 
Part 2: Mechanisms 
producing independent 
tokens 
Part 3: Mechanisms 
producing linked tokens 
Part 4: Traceability of time 
sources 

4.18 
An toan cho 
dick vu 
Web 

WS-Security 
v1 	1 1 .. i) 

Web Services Security: 
SOAP Message Security 
Version 1.1.1 

A  dung 
Khuyen nghi 

4.19 

Khuem dang 
dil lieu trao 

, 	• 
doi su• co an 
town mang 

RFC 7970  
The Incident Object 
Description Exchange 
Format version 2 (IODEF) 

Khuyen nghi 
ap dung 
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